114_010 Confid-Verif-Trans-1

UTxO blockchain to provide confidentiality and verifiability of transferred money amounts.

Public Parameters PP = (p, g); p=268435019; g=2;
A# - Audit Authority: PrKaa=z, PuKaa=AA.

m1=2000 A& m3=1000 E How to pr(.)wde anonymity of transaction amounts
Bl—————  prka=x ——> PrKe=xy and to verify the balance: m1+m2 = m3+m4 ?
~ PuKs=a ~ PuKe=e nl=g™ mod p n3=g™ mod p
51}2% _M.EJ_ n2= g™ mod p nd= g™ mod p
UTxO
If ml+m2 = m3+m4,
T Then n1*n2=n3*n4.
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ElGamal Encryption and ZKP based on Schnorr Identification are used.

Public Parameters PP = (p, g); p=268435019; g=2;

ElIPublic and Private keys generation ElGamal Encryption - Decryption
PrKa = x = randi(p-1). c=Enc(Puk,, m)=(E,D)
PuKy =a=g*mod p. m=Dec(PrKa, c)

Bob %1: Enc(a,il,nl) =cl

a i1 = randi(p-1)
Hello ,H{H El=nl*a' mod p _
Alicet || EYPEET S D1= gt mod p c1=(E1,D1)
Alice's Enc(a, j1, i1) = cil
6EB6957 £ p(l;bllc Ky Jl = rgndi(p-l) _ _ _
08E03CE4 D Eil=il*all mod p ci1=(Ei1,Di1)
Dil= g mod p
Alice ¢ B2: Enc(a, i2, n2) = c2

Hello | ¢ Ipecrypt /o_-' i2 = randi(p-1)

Alice! E2=n2*a'? mod p

::lif:eatse key D2= g2 mod p c2=(E2,D2)
Enc(a, j2, i2) = ci2
T ci2=(Ei2,Dil)

Ei2=i2*ai2 mod p
Di2= g2 mod p
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cl=(E1,D1), cil=(Eil,Dil)

Pl: . Dec(x, c1) = n1 & verifies if n1=g™ mod p
Dec(x, cil) =
c2=(E2,D2), ci2=(Ei2,Di2) .
R2: . Dec(x, €2) = n2 & verifies if n2=g™ mod p
Dec(x, ci2) =

u@ Mot e ex perse s M;:4ﬂﬂﬁﬁ Wi, = 4000, n3=g™ modp; nd=g™ mod p

A4 - Audit Authority: Prkaa=z, PuKaa=AA. A Computes: i12=i1+i2 mod (p-1)
4
_ Generates; 132 randi(p-1)
Enc (44 ky 5 04) =S Enc (444K3, ”3) =Chuz Computes(i42i12-i3 mod (p-1)
2 Computes: i34=i3+i4 mod (p-1)
B, ity A hs~Cs Verifies if: i12=i34=i
:n::\:_x a Evc (0, 43, 02) = 3= ng7 Ds)
Cip HhaTe N —=Cy _
B Lizp ey - . = (€529 % vyoodd p, Dy =g S ol p)

UTxO

EVM(Q, Ly, g ”;,)5 cy=(Ey,, Dy )
=(&,=n, 'a“‘ an//o? D,=2“paed p)
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Decrypts also T2, 5, B, 452, Qeclptodions gqud voifier if
Wi + IM& = Wﬁ + 7y

ﬁﬂ%rmﬂ%/,}ﬁ 0/0/@%0/}@ ad clal badle <o Nel is ¢
(0 ), ca(a) En Cans (AR Copy (AN

C,L o 62 f— C/'LAS 4 CAA’W

The proof 2hat buorce equation iz walld wWhen 1, =2, - coad
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Chpsy = Capgs Coape ate ciphertey = of the sawe plivilen?, j.c

Ngehe = 3.1y — 11

Emc(ﬂp L, M) = C4> Ewe (A4 Ly M) = Caazy
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