
UTxO blockchain to provide confidentiality and verifiability of transferred money amounts.

How to provide anonymity of transaction amounts 
and to verify the balance: m1+m2 = m3+m4 ?
n1= gm1 mod p                                  n3= gm3 mod p
n2= gm2 mod p                                  n4= gm4 mod p

If        m1+m2 = m3+m4,
Then    n1*n2 = n3*n4.

Public Parameters PP = (p, g);  p=268435019; g=2;
AA - Audit Authority:  PrKAA=z,   PuKAA=AA.

ElGamal Encryption and ZKP based on Schnorr Identification are used.

                                           Public Parameters PP = (p, g);  p=268435019; g=2;

ElGamal Encryption - Decryption
c=Enc(PuKA, m)=(E,D)
m=Dec(PrKA, c)

ElPublic and Private keys generation
PrKA = x = randi(p-1).
PuKA = a = g x mod p.

B1: Enc(a, i1, n1) = c1

        i1 = randi(p-1)
        E1= n1*ai1 mod p
        D1= gi1 mod p
Enc(a, j1, i1) = ci1
j1 = randi(p-1)
Ei1= i1*aj1 mod p
Di1= gj1 mod p

B2: Enc(a, i2, n2) = c2

        i2 = randi(p-1)
        E2= n2*ai2 mod p
        D2= gi2 mod p
Enc(a, j2, i2) = ci2
j2 = randi(p-1)
Ei2= i2*aj2 mod p
Di2= gj2 mod p

c1=(E1,D1)

c2=(E2,D2)

ci1=(Ei1,Di1)

ci2=(Ei2,Di1)
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A:   Dec(x, c1) = n1 & verifies if  n1=gm1 mod p

        Dec(x, ci1) = i1 
B1:

c1=(E1,D1), ci1=(Ei1,Di1)

A:   Dec(x, c2) = n2 & verifies if  n2=gm2 mod p

        Dec(x, ci2) = i2 
B2:

c2=(E2,D2), ci2=(Ei2,Di2)

A:   Computes: i12=i1+i2 mod (p-1)

        Generates: i3 = randi(p-1)
        Computes: i4=i12-i3 mod (p-1)
        Computes: i34=i3+i4 mod (p-1)
        Verifies if: i12=i34=i

n3= gm3 mod p ;  n4= gm4 mod p

AA - Audit Authority:  PrKAA=z,   PuKAA=AA.
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